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CONTEUDO

- DevOps

- SDN

- NFV

- Docker

- “Now show me the code!”
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ORIGEM

2008
primeiras conversas - Agile 2008

2009
Velocity, da O'Reilly - Allspaw e Hammond - termo DevOps

IDEIA: Agilidade para administracao de infraestrutura
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Development

[SOFTWARE ENGINEERING)

QA

(QUALITY ASSURANCE]

Operations
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Agilidade para a infraestrutura
a rackspace(:)

vmware

/\

puppet

ANSIBLE
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Agilidade para a infraestrutura
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i St Lo
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SDN, NFV e DevOps?
Tudo junto?
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OpenFlow: Enabling Innovation in Campus Networks

March 14, 2008

Nick McKeown Tom Anderson Hari Balakrishnan
Stanford University University of Washington MIT
Guru Parulkar Larry Peterson Jennifer Rexford
Stanford University Princeton University Princeton University
Scott Shenker Jonathan Turner
University of California, Washington University in
Berkeley St. Louis
ABSTRACT is almost no practical way to experiment with new network

protocols (e.g., new routing protocols, or alternatives to IP)
in sufficiently realistic settings (e.g., at scale carrying real
traffic) to gain the confidence needed for their widespread
deployment. The result is that most new ideas from the net-
workine research community go untried and untested: hence

This whitepaper proposes OpenFlow: a way for researchers
to run experimental protocols in the networks they use ev-
ery day. OpenFlow is based on an Ethernet switch, with
an internal flow-table, and a standardized interface to add

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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ARQUITETURA SDN

APPLICATION LAYER |

Business Applications

API

SDN
Control .
Software Metwork Services

Contrel Data Plane interface
(e.g., OpenFlow)

CONTROL LAYER

INFRASTRUCTURE LAYER

Network Device Network Device Network Device

Network Device MNetwork Device
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FUNCIONAMENTO: REDES TRADICIONAIS

« « = «
« « = «




FUN
CIONAMENTO: REDES SDN

«
.
I >(_—)
7 X



BENEFICIOS COM O USO DE SDN

- Flexibilidade

- Programabilidade da rede
- Autonomia

- Abordagem centralizada

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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OPENFLOW

Flow entry:

Match fields

Priority

Counters

Instructions

Timeout

Cookie
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OPENFLOW WORKFLOW

Controlador/
Switch OpenFlow Aplicacao
Val para tabela n
E Atualiza:
' Corresponde -contadares
! a uma das regras - action set Encaminhamento
4 da tabela n? - metadados
; - match fialds
! b
E Processa o

packet-in, cria
a flow-entry e
envia ao

Executa as switch,

instrugdes

H4 regra para
table-rniss?

Instala a
Descarta o pacate ]
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OPENFLOW

Controlador <> switch

- Configuracao:
- Proativa
- Reativa (packet in)

- Negociacao de conexao

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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OPENFLOW

Controlador <> switch

- Features

- Adicionar flows

- Remover flows (explicita ou timeout)
- Atualizar flows

- Read-state

- Port-status (enviada pelo switch)

- Error

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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OPENFLOW

Controlador <> switch

- Perda de conectividade com o controlador:

- fail secure mode: continua como um switch OpenFlow
- fail standalone mode: opera como um switch L2 convencional

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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OPENFLOW

Recursos do OpenFlow:

- Group table
- Meter table
- Counters

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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OPENFLOW

Recursos do OpenFlow -- Actions:

- Action set:
- TTL
- Tags
- Sets
- QoS
- Group
- Output

- Action list

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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OPENFLOW CONTROLLERS

- Nox

- Pox

- Nox 1.3

- OpenDaylight
- OpenContrail
- Floodlight

- Ryu

- FlowVizor

- Libfluid

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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EXEMPLOS DE UTILIZAGAO
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EXEMPLOS: Meu Mestrado

SDN no contexto de loT : refatoracao de middleware para
monitoramento de pacientes cronicos baseada em software-defined
networking

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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EXEMPLOS: SDN no cotexto de loT (Mestrado)

CENARIO: Projeto REMOA T@w a— 0 &

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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EXEMPLOS: SDN no cotexto de loT

Nao configuraveis
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EXEMPLOS: SDN no cotexto de loT

FABRICANTE

— O

Interconexao/Silo
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EXEMPLOS: SDN no cotexto de loT

POST fcgi-binfmeasure HTTF/1.1
User-Agent: Withings UserAgent
Host: scalews.withings.net
Accept: =+

Content-Length: 233

CO I eta d e d ad OS Content-Type: application/x-www-form-urlencoded

action=store&sessionid=721-4ee232b1-50d6de38&macaddress=00:24:4:01:36: 1054
e=1323446930devtype=1&attribstatus=0&measures=%7B%22measures%%22%3A%5B%7B%2
3 {.2C%22lype%22%BA1%2C%22Uhit%22%3ﬂ%2b3%?D%ED%TD
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EXEMPLOS: SDN no cotexto de loT

Geréncia

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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EXEMPLOS: SDN no cotexto de loT

Seguranca

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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EXEMPLOS: SDN no cotexto de loT

The -107 of Tech by Nitrozac & Snaggy

HUNGRY?

Seguranca

HACKER #1000
OR ['LL REVERSE
——| MY MOTOR AND

IF YOU DON'T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.

ON STRIKE

The Internet of ransomware things...

THE NEXT TIME
YOU LEAVE, IT'LL
COST YOU 100
BUCKS TO GET
BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME

7 ) £
YOUR DIRTY EXCUSE US

PISHES cAN WHILE WE
WAIT, I'M

Wl PARTICIPATE
BITCOINS.

YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR

SEND ME $25 OR
I°lL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOMW

30 BUCKS IN
BITCOIN, OR NEXT
L

TIME I SMELL
SMOKE, I MIGHT
JUST LET You
SLEEP.

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,
UNLESS YOU

OFF THE
HEAT UNTIL
YOU WARM UP

BANK
ACCOUNT/
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EXEMPLOS: SDN no cotexto de loT

Middleware proposto

Proxy |
agent

¥

MiB

-

A

}

[
it >

Transparent
proxy

Local interfaces

loT
device

loT
device

Gateway

-

Manager [ SNMP
agent
o
0
®
=
2
=
=
<
=
Health care ¥
application [* < b
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EXEMPLOS: SDN no cotexto de loT

> | SNmMP - ~ —s 0T
agent [ Proxy device
agent |

Problemas
encontrados

4

Manager

Local interfaces

P

WAN interface

Health care | T
application " 4—§| Gateway - | PCor
] e oerens ] | tablet

L

C/C++ Cross-compiling SNMP
Restful Automacdo

OpenWRT

35
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EXEMPLOS: SDN no cotexto de loT

REFATORAGAO

SDN

OpenWRT

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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SDN no cotexto de loT

EXEMPLOS

Chetty e Feamster (2012)
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EXEMPLOS: SDN no cotexto de loT

Yiakoumis et al. (2011)

Divisao da rede
em “fatias”

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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EXEMPLOS: SDN no cotexto de loT

REFATORAGAD o heerow
- AfClUItetllra Features provided:

|

|

I

- Management of flow-tables of APs :
- APs events handling I
- Counters providing I
I

I

|

I

I

|

-
 —— flow-tables
~—-— counters
Derailleur controller _
Creates a switch abstraction for Open vSwitch
each AP, manages its over OpenWRT

connections and handles events.
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EXEMPLOS: SDN no cotexto de loT

BENEFICIOS
- Desenvolvimento

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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EXEMPLOS: SDN no cotexto de loT

BENEFICIOS
- Manutencao

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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EXEMPLOS: SDN no cotexto de loT

BENEFICIOS
- Deployment

SWITCH
OPENFLOW

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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EXEMPLOS: SDN no cotexto de loT

BENEFICIOS
- Geréncia para loT

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016

+] pacote
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EXEMPLOS: SDN no cotexto de loT

BENEFICIOS
- Cooperagdo em loT

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016

Flow a: # pacotes
Flow b: # pacotes
Flow c: # pacotes

Flow n: #"pacotes
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EXEMPLOS: SDN no cotexto de IoT

BENEFICIOS = e
- Cooperagdo em loT

| Sensor de
presenca

o)

Q\'\.
ﬁ;
o

O 1 1 O T I
Monitor de pressao arterial Monitor de pressao arterial

= =
?

7
0

By

Access point Access point

a) Representacao do ambiente baseada nos dispositivos b) Representacao do ambiente baseada em todos os
de monitoramento dispositivos conectados
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EXEMPLOS: SDN no cotexto de loT

BENEFICIOS
- Cooperagdo em loT

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016

Nimero de pacotes

8000

8000

7000

6000

5000

4000

3000

2000

I T 1 I
Sensor de presenga ——e—
Monitor de pressao arterial ——
Balanca —=— |
Smartphone — -
Motebook = - -
Televisao - - - - -

25 30 35
Tempo (minutos)
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EXEMPLOS: SDN no cotexto de loT

PIPELINE
Tabela O Tabela 1 Tabela 2 Tabela 3
MAIN INPUT OQUTPUT FIREWALL

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016

Tabela 4

REMOA
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EXEMPLOS: RouteFlow

VM
o
topology

VM

cunh-alar
(running RFProxy)

WM
(w/ Quagga)

VM
(wi Quagga)

Legacy LZ/IL3
switch
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EXEMPLOS: OpenQoS

QoS tradicional:

- InfServ: reserva de recursos (Resource Reservation Protocol)
- DiffServ: filas e classificacao

Proposta:

- ldentificacdo de trafego multimidia
- Roteamento por caminhos diferenciados

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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EXEMPLOS: OpenRoads

Problema: handover
Proposta:

- Envio do mesmo pacote para mais de uma base
- Usuario com duas placas de rede

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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EXEMPLOS: Geréncia de redes

- Controlador: visao geral da rede
- Integracdao com outros protocolos e mecanismos de
geréncia

Exemplos:

- Geréncia de acesso a recursos a partir de eventos e politicas
de seguranca

- Monitoramento de trafego

- Autonomia e tomada de decisfes

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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EXEMPLOS: iSDX

- Politicas L2/L3
- Definicao de politicas por Json
- Coexisténcia com BGP

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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“Remember,

with great power
comes great

responsibility.”
(PARKER, Uncle Ben)

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016




Funcionalidades da
rede:

ipservicesk9-mz.122-55.SE10.bin
by Cisco

manda-chuva-na-rede.py
by Equipe de TI
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NETWORK FUNCTIONS VIRTUALIZATION

Virtualizacao + Funcdes de rede

hummm...

Seria uma maquina virtual?

Sim!!l E nao.

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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NETWORK FUNCTIONS VIRTUALIZATION

NFV is a really simple concept (network services
packaged in VM format), what makes it complex
is all the infrastructure you need around fit.

lvan Pepelnjak

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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NETWORK FUNCTIONS VIRTUALIZATION

- Rodar servicos em hardware de uso geral

- Implantar, remover e escalar funcdes facilmente
- Implantar fun¢des onde elas sdo necessarias

- Entrega orquestrada e automatizada de servicos

Conteudo de Cisco, “ NFV - Network Functions Virtualization”
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NETWORK FUNCTIONS VIRTUALIZATION

BENEFICIOS:

- Menos custos com hardware especifico
- suporte ao modelo “pay-as-you-grow”

- Menor custo de datacenter

- Reduz o tempo de entrega/producao

- Escala

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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NETWORK FUNCTIONS VIRTUALIZATION

Qual a relagcao com SDN?
Orquestracao -- aplicacao de SDN

SDN é essencial para NFV?
Nao.

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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NETWORK FUNCTIONS VIRTUALIZATION

Router application  Central Office/PoP Enterprises
on wrtual machines =
Qrchestration
& Control

PrivatelP |

e -~ \
“'h

P o
PublicIP \ “{
Services 4

.
—

I. g » sr A,
. Data Plane ; [d!’l‘:l .'”.il_:‘..;[
! : b IFI . ..- . Cmarcalion desnce it |

Imagem de SDxCentral, “What is NFV - Network Functions Virtualization - Definition?”
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.......
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(+-) 1 processo --

nao é VM

Finitos

Imutaveis (cuidado
com os dados!)
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DOCKER CONTAINERS: Rodando um container

## Rodando um bash em um container

$ docker run -ti --rm arbiza/alpine-bash
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DOCKER CONTAINERS: Criando imagens

## arquivo: Dockerfile
FROM alpine:latest
RUN apk add --update bash

ENTRYPOINT ["/bin/bash™]

## No diretorio que contém o Dockerfile acima

$ docker build -t <usuario/nome-imagem>:<tag> .
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DOCKER CONTAINERS: Comandos

docker images

docker ps (-a)

docker inspect ...

docker run [-ti|-d] [--name] [-v] <imagem> comando
docker start/stop/restart

docker commit <container> <nome imagem>:<tag>

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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DOCKER CONTAINERS: Docker Hub

Endereco: hub.docker.com

Repositories (4)

- docker push <usuario/imagem>

arbiza/quagga
% public

arbiza/apache
%‘ public

arbiza/alpine-bash
é- public

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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DOCKER CONTAINERS: Docker Compose

## Arquivo docker-compose.yml

image: nginx:1.10.0-alpine

version: '2' expose:
- "8@"

services: - "443"

ports:

www-volume: - "80:80"
build: . - "443:443"

container_name: www-volume restart: always
volumes: container_name: www
- "./server-blocks:/etc/nginx/conf.d" volumes_from:
- "/source/sitel:/var/www/sitel" - www-volume
- "/source/site2:/var/www/site2" volumes:
- "/etc/nginx'
depends_on:
# continua ali -> - www-volume

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016 10



DOCKER CONTAINERS: Docker Compose

## No arquivo onde esta o docker-compose.yml

$ docker-compose -d up
$ docker-compose down
$ docker-compose restart

$ docker-compose run www

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016 n
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LAB NO NOTE: Ferramentas

- Open vSwtch

- Docker

- Docker Compose

- ovs-docker

- Ryu Controller

- Terminal “bom” (Terminator, Tmux, etc.)

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016
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LAB NO NOTE: Criando uma bridge/switch

### TERMINAL ROOT

# ovs-vsctl add-br ovs-sw

# ovs-vsctl set-controller ovs-sw tcp:127.0.0.1:6653

## ovs-vsctl set-fail-mode ovs-sw secure

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016 14



LAB NO NOTE: Verificando bridge-switch

### TERMINAL ROOT
### verificando detalhes da bridge
# ovs-vsctl show

=

### verificando flows

# ovs-ofctl dump-flows ovs-sw

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016 15



LAB NO NOTE: Criando containers

### TERMINAL USER

### Criando diretdorio para os arquivos de exemplo

$ mkdir <nome diretoédrio>
$ cd <nome diretdrio>

$ vim docker-compose.yml

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016 16



LAB NO NOTE: Criando containers

### arquivo docker-compose.yml

version: '2'
services:

host:
image: arbiza/alpine-bash
network _mode: "none"

cap_add:
- ALL

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016 11



LAB NO NOTE: Criando containers

### TERMINAL HOST 1

$ docker-compose run --rm --name hl host

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016 18



LAB NO NOTE: Criando containers

### TERMINAL HOST 2

$ docker-compose run --rm --name h2 host

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016 19



LAB NO NOTE: Verificando containers

### TERMINAL USER
## No diretorio criado

$ docker-compose ps

## Em qualquer diretdrio

$ docker ps
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LAB NO NOTE: Conectando containers

### TERMINAL ROOT

# ovs-docker add-port ovs-sw eth@ hl

# ovs-docker add-port ovs-sw eth® h2

DevOps e redes: SDN, NFV e Docker - Lucas Arbiza - 06/2016 81



LAB NO NOTE: Conectando containers

### TERMINAL ROOT

# ovs-vsctl show

### TERMINAL CONTAINERS

# ip link sh
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LAB NO NOTE: Configurando containers

### TERMINAL HOST 1

# ip addr add 2001:db8::1/64 dev etho

# ip addr add 10.0.0.1/24 dev etho

# ip addr
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LAB NO NOTE: Configurando containers

### TERMINAL HOST 2

# ip addr add 2001:db8::2/64 dev etho

# ip addr add 10.0.0.2/24 dev etho

# ip addr
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LAB NO NOTE: Configurando containers

### TERMINAL HOST 1 - Ping Host 2

### O esperado é que nao funcione.

# ping 2001:db8::2/64

# ping 10.0.0.2/24
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LAB NO NOTE: Instalando o controlador Ryu

Instalar dependéncias:

- python-eventlet

- python-routes

- python-webob

- python-paramiko
- python-oslo-config
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LAB NO NOTE: Instalando o controlador Ryu

Instalar OUTRAS dependéncias (TALVEZ):

- python-oslo-config
- python-msgpack
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LAB NO NOTE: Instalando o controlador Ryu

### TERMINAL USER

$ git clone git://github.com/osrg/ryu.git

$ cd ryu

$ sudo python ./setup.py install
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LAB NO NOTE: Instalando o controlador Ryu

### TERMINAL USER

### Rodando no diretorio clonado

$ ryu-manager ryu/app/simple switch.py
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LAB NO NOTE: Rodando o controlador Ryu

### TERMINAL ROOT

### Antes do ping

# ovs-ofctl dump-flows ovs-sw
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LAB NO NOTE: Configurando containers

### TERMINAL HOST 1 - Ping Host 2

### O esperado é que funcione.

# ping 2001:db8::2/64

# ping 10.0.0.2/24
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LAB NO NOTE: Rodando o controlador Ryu

### TERMINAL ROOT

### Depois do ping

# ovs-ofctl dump-flows ovs-sw

cookie=0x0, duration=3.028s, table=0, n_packets=4, n_bytes=472, idle age=0,
in_port=2,dl_dst=e2:61:d9:55:8e:cl1l actions=output:1

cookie=0x0, duration=3.027s, table=0, n_packets=3, n_bytes=354, idle age=0,
in_port=1,dl dst=fa:5f:0d:85:b3:8a actions=output:2
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LAB NO NOTE: O OVS é um switch!

## Todos os comandos eu utilizei na prototipacao para o MSc.

# ARP: encaminhamento normal
ovs-ofctl add-flow ovs "table=0, priority=100, dl type=0x0806, actions=normal”

# Access Point: Input e Output

ovs-ofctl add-flow ovs "table=0, priority=10, dl dst=2e:bb:00:f7:0c:44,
actions=resubmit(,1)"

ovs-ofctl add-flow ovs "table=0@, priority=10, dl src=2e:bb:00:f7:0c:44,
actions=resubmit(,2)"

# Table-miss
ovs-ofctl add-flow ovs "table=3, priority=0 actions=CONTROLLER:65535"
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LAB NO NOTE: O OVS é um switch!

# SSH
ovs-ofctl add-flow ovs "table=3, priority=10, dl type=0x0800, nw dst=10.0.0.0/24,
nw_proto=6 , tcp_dst=22, actions=drop"

# Modificacao de destino

ovs-ofctl add-flow ovs "table=4, priority=100, dl type=0x0800,
dl src=08:00:27:5e:a2:4d, nw_dst=8.8.8.8, nw_proto=6, tp dst=80,
actions=mod nw_dst=200.132.0.100"
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LAB NO NOTE: Limpando tudo!

## Remocao da bridge:
# ovs-vsctl del-br ovs-sw

## Containers:

## Apenas sair do terminal ou executar no diretédrio
## onde esta o arquivo docker-compose.yml

$ docker-compose down

## Controlador:
$ Ctrl~rC
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OPENFLOW

struct ofp_packet_in {
struct ofp_header header;
uint32_t buffer_id;
uintlée _t total 1len;
uint8 t reason;
uint8 t table id;
uinté64 _t cookie;
struct ofp_match match;
//uint8 t pad[2];
//uint8 t data[o];

}s

/*
/*
/*
/*
/*
/*
/*
/*

ID assigned by datapath. */

Full length of frame. */

Reason packet is being sent (one of OFPR_*) */
ID of the table that was looked up */

Cookie of the flow entry that was looked up. */
Packet metadata. Variable size. */

Align to 64 bit + 16 bit */

Ethernet frame */

OFP_ASSERT(sizeof(struct ofp_packet in) == 32);
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EXEMPLOS: SDN no cotexto de loT

REFATORAGAO Things User connected devices

A
REMOA: REMOA:
Gateway T p t proxy
OpenFlow
REMOA: IPSec
Management . .
L T — _ ..................
Derailleur controller . Services
- = -
: | - e[
5 e . | |
ThingsFlow application . _:... Sl
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EXEMPLOS: SDN no cotexto de loT

RECURSOS UTILIZADOS
CONTROLADOR E ACCESS POINT:
APLICACAO:
- C++(11) - OpenWRT
- Boost++ - Open vSwitch

- libfluid
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